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Protecting the confidentiality of hardware designs is essential, especially during third-party verification,
where proprietary designs must be examined by potentially untrusted verifiers. Existing approaches, such
as obfuscation, watermarking, design encryption, and prior privacy-preserving verification techniques, are
either not applicable, rely on trusted third parties, or lack scalable formal guarantees.

We present ZSafe, the first zero-knowledge (ZK) framework to provide formal safety guarantees for
proprietary hardware designs. ZSafe enables a designer to prove the safety of confidential hardware to a
verifier without revealing the design. Our approach introduces (i) an encoding scheme for hardware design,
and a ZK-friendly constraint system that binds hardware design and its formula representation, (ii) an efficient
ZKP protocol for validating logical implication, avoiding the prohibitive overhead of formula translation by
using probabilistic checking, and (iii) a shared-structure unsatisfiability proof protocol to handle interrelated
verification checks efficiently. We implement ZSafe and evaluate it on 69 adapted HWMCC’24 hardware
verification benchmarks with up to 300,000 gates. The results demonstrate practical scalability: 90% of instances
are proven within an hour.
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1 Introduction

The proprietary architectures, optimization strategies, and domain-specific logic embedded in
modern hardware designs result from substantial and resource-intensive investment. Industry
estimates suggest that in-house processor design often costs $100-200 million over 3—4 years [6, 55].
Such costs make intellectual property (IP) theft both highly tempting and a significant threat to the
hardware design industry. The risk is amplified as companies increasingly rely on a fragmented
network of external partners to acquire and integrate IP designs, making valuable IPs vulnerable to
theft at every stage of development. In fact, the Semiconductor Industry Association (SIA) estimates
that IP theft costs U.S.-based semiconductor companies more than $7.5 billion annually [52].
Verification has become one of the most vulnerable points for IP theft. Hardware verification is a
critical step to ensure the design’s safety and correctness, and has been extensively studied [15, 19,
28,37, 41, 42, 59, 60]. However, these verification techniques require exposing the core proprietary
logic to external partners. The dependency on third-party trust inherently carries a substantial risk
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2 Anon.

of IP misappropriation. Existing approaches via contractual safeguards and legal efforts alone have
been shown to be insufficient for sophisticated cases [47-50].

Cryptographic approaches offer strong privacy guarantees [29, 42], but are limited to correctness
checks on individual execution traces, thereby weakening the resulting guarantees. Meanwhile, the
overhead of cryptographic primitives makes them prohibitive for practical hardware verification
at scale. For example, Pythia [42] requires about 500 s to verify a small design with only a few
thousand gates while preserving design confidentiality, far below the hundreds of thousands of
gates found in real-world designs.

This paper introduces ZSafe, the first framework for protecting the confidentiality of hardware
designs during verification. ZSafe considers two distinct participants: the designer, who holds
the confidential design, and the verifier, who checks whether the designer’s design satisfies a
given safety property. ZSafe provides rigorous guarantees on confidentiality and soundness. The
design remains private throughout verification and is never revealed to the verifier, achieved using
cryptographic tools such as commitment schemes and zero-knowledge proofs (ZK). Meanwhile, if
verification by ZSafe succeeds, the verifier is guaranteed that the safety property holds over every
possible execution trace of the hardware, ensured by invariant-based inductive verification.

Inspired by classical hardware verification, ZSafe leverages inductive invariants to prove safety
over a design’s entire state space. An inductive invariant is a property over the state space that
holds on all initial states, is preserved by every transition, and implies the target safety property.
Given such an invariant, safety verification reduces to checking the unsatisfiability of constraint
systems consisting of three formulas corresponding to initiation, transition, and safety implication.

In ZSafe, the designer first commits to the design, invariant, and formula using a cryptographic
commitment scheme, which binds these values without revealing them to the verifier. ZSafe proposes
an encoding scheme and arithmetization for hardware design to enable their efficient commitment.
To implement invariant-based safety verification over commitments, ZSafe introduces efficient
protocols for verifying the validity of reductions from design safety to formula unsatisfiability,
without revealing the design or the formulas. Meanwhile, ZSafe generalizes prior work on privacy-
preserving unsatisfiability checking for CNF formulas [39] to implication-form formulas used in
safety-verification tasks, without incurring prohibitive overhead.

ZSafe introduces a polynomial-based encoding that serves as a unified algebraic bridge between
hardware designs and their safety properties. The design encodings are constructed to capture
two complementary dimensions of hardware behavior: the functional semantics of individual logic
gates, and the temporal relationships among circuit states across execution steps. Furthermore,
this encoding supports efficient polynomial commitments and verification in ZK, making ZSafe
practical.

Building on this encoding framework, ZSafe introduces an efficient protocol for verifying the
refinement relation between the hardware design and its formula representation in the privacy-
preserving setting. To support this, ZSafe encodes verification formulas over the same polynomial
domain as the hardware design. When a safety formula and the hardware design are aligned on
their shared encoding symbols, determining whether the formula faithfully reflects the design’s
behavior reduces to checking a system of polynomial constraints, which is checked later in ZK so
that neither the design nor the property is revealed.

Unsatisfiability checking for the committed formulas for safety verification requires translating
them from implication form to CNF. The translation must operate over commitments to preserve
confidentiality. ZSafe implements this via a protocol that probabilistically verifies the Tseytin
translation in ZK. By having the verifier send random challenges to the designer, ZSafe avoids
the exponential blowup in the formula size and the prohibitive verification cost of enforcing
the variable-freshness requirement of Tseytin translation. To make hardware formal verification
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in ZKPs practical, we augment ZSafe with two optimizations: Balanced Tseytin translation and

strengthened invariants.

We implement a prototype of ZSafe in C++ and evaluate it on the publicly well-known Hardware
Model Checking Competition (HWMCC’24) benchmark suite [3]. The benchmark set contains
a diverse collection of verification tasks spanning communication protocols (e.g., bounded re-
transmission protocol), reactive control systems (e.g., elevator controllers and arbitration logic),
signal-processing datapaths (e.g., FIR filters), graphics pipelines (e.g., VGA image FIFO controllers),
and processors (e.g., picoRV and ZipCPU).

On an AWS r5b.16xlarge instance, ZSafe proves more than half of the 69 benchmark designs
within 200 seconds and 90% within one hour. Furthermore, our optimization using strengthened
invariants directly reduces one-third of the burden of necessary safety proofs. Balanced Tseytin
translation accelerates verification for challenging benchmarks such as the bounded retransmission
protocol, whose invariant contains 424 lemmas, reducing the verification time from 5.6 hours to 3
hours, a 45% reduction. We give a detailed evaluation in Section 4.3, which includes the end-to-end
verification time for each instance.

In this work, we make the following contributions.

e We design a ZKP framework for proving safety properties of Boolean transition systems without
revealing the system or inductive invariant.

e We introduce a polynomial-based encoding scheme that captures both the functional semantics
of individual logic gates and the temporal evolution of circuit states across time steps. These
encodings are compatible with efficient polynomial commitment schemes in cryptography.

e To avoid the prohibitive overhead introduced by verifying inductive proof in ZK, we propose
a new ZK protocol that probabilistically verifies logical implications. Combined with clause
consistency checks across inductive subformulas, this approach enables efficient and sound
verification of inductive safety proofs for hardware design in ZK.

e We implement ZSafe and evaluate it on adapted HWMCC’24 hardware verification benchmarks
to demonstrate scalability. ZSafe verifies 63 of 69 instances within an hour, proving formal
inductive safety guarantees in ZK for hardware designs with up to 300,000 gates. Existing
privacy-preserving hardware approaches [29, 42, 43] only check individual circuit executions
rather than formal safety properties. Pythia [42] was evaluated on designs containing a few
thousand gates by proving their execution in ZK. ZSafe proves stronger properties and supports
designs that are orders of magnitude larger than those evaluated in prior work.

1.1  Our Goals and Threat Model

In this section, we describe our goals and threat model. ZSafe is built in a privacy-preserving pipeline
that enables a designer to prove the safety of a proprietary hardware design to an untrusted verifier,
as depicted in Figure 1. The designer begins by publishing a cryptographic hash h of the design,
which binds the design to a public value without revealing it. Once the design’s safety has been
verified in a privacy-preserving manner, any party can obtain a safety guarantee simply by checking
that the design hashes to the published value. Since verifying a hash value in the privacy-preserving
manner is a well-established technique [4, 13, 25, 26], we do not address it further in this work.

ZSafe focuses on the following design objectives as the core of the pipeline: (1) encodings of the
design and verification formulas that enable efficient commitment schemes; (2) practical protocols
for verifying the correctness of the reduction from design safety to formula unsatisfiability, without
revealing the design or the formulas; and (3) practical protocols for checking the unsatisfiability of
the constraint system derived from the verification tasks in a privacy-preserving manner.
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4 Anon.
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Fig. 1. ZSafe lies at the center of a privacy-preserving verification pipeline. (1) The designer models the hardware design
as a transition system represented by an AIG, which is committed by ZSafe. (2) The designer computes a private inductive
invariant based on a public safety property and also commits it. (3) Designer in ZSafe convinces the verifier, via ZK, that
the transition relation Trans is correctly constructed from the private AIG without revealing Trans or the AlG. (4) The
verifier in ZSafe validates, in ZK, three implication checks for safety verification without revealing the formula. (5) Finally,
the verifier publishes a commitment (e.g., a hash) bound to the AIG, generated within the ZK, linking the proved safety
properties to the proprietary design. In any downstream task that requires safety, the only thing needed is to check whether
the hash of the design matches the published value h.

1.1.1  Threat Model. ZSafe considers a two-party setting between a designer and a verifier. The
designer represents an IP seller seeking to license or sell a proprietary hardware design. The verifier
represents an IP buyer who intends to integrate, manufacture, or deploy the design, but first must
verify that the design satisfies specified safety properties. For example, a designer could deliver
a backdoored circuit whose behavior changes after many cycles of execution. The verifier could
use ZSafe to check that this does not happen without learning the hardware’s proprietary design
details.

We assume either party may behave maliciously, but do not consider collusion. A malicious
verifier may attempt to infer confidential design information from the proving process, while a
malicious designer may try to falsely convince the verifier of an unsafe design. ZSafe aims to enable
the designer to convince the verifier of the safety of proprietary hardware designs, and any failure
during the proving procedure can be attributed to either a design error or a violation of the safety
requirements.

1.1.2  Information Leakage.

ZSafe ensures that the committed design and inductive invariants remain private to the designer.
The verifier only learns the public safety property, whether the design satisfies the safety property,
and upper bounds on the number of AND/LATCH gates in the private design and on the size of
the inductive invariant. ZK execution time and proof size only depend on these public parameters.
ZSafe reveals no additional information to the verifier.

1.1.3  Non-goal. We focus specifically on preserving the confidentiality of proprietary hardware
IP during the verification process. IP theft that occurs prior to or following verification, such as
unauthorized redistribution and hardware reproduction, falls outside the scope of this work. The
related work is discussed in Section 6.2.
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ZSafe: Proving the Safety of Proprietary Hardware Designs in Zero Knowledge 5

2 Preliminaries
2.1 Hardware Safety Verification

2.1.1  Propositional Boolean Formula. A propositional Boolean formula is a logical expression
composed of Boolean variables and logical operators such as conjunction (A), disjunction (V), and
negation (—). It evaluates to either true or false under a given assignment of truth values to its
variables. A formula is unsatisfiable if there is no assignment of truth values to its variables that
makes the entire formula evaluate to true.

A Boolean formula is said to be in Conjunctive Normal Form (CNF) if it is expressed as a
conjunction of clauses, where each clause is a disjunction of literals in L (Boolean variables or
their negations). The width of a clause refers to the number of literals it contains. Moreover, a CNF
formula ¢ = AL, C; can be equivalently represented as a set of clauses Cg = {C1,Cs, ..., Cy}.

2.1.2  Transition system. A transition system models the behavior of a hardware design and is
defined as 7 = (Var, Init, T), where Var = {v1,0y,...,0,} is a finite set of state variables usually
corresponding to the registers and latches in the circuit. A state s € S is a complete valuation of all
state variables, representing a snapshot of the hardware. Init(s) is a predicate defining the set of
initial states. T(s, s”) is a transition relation encoding how the hardware evolves from a current
state s to a next state s’.

A finite execution trace of 7 is a sequence of states sy, sy, ..., Sk such that Init(sy) holds and
T(s;, si+1) holds forall 0 < i < k.

2.1.3  SAT-based induction proof of safety. A safety property, which states that “something bad never
happens,” can be reduced to a reachability check. That is, given a transition system 7~ = (Var, Init, T)
and a bad state predicate Bad, the safety is violated if there exists a finite path s, ..., sx € sk such
that sg [ Init, (s;,Si41) F Tfor0 < i < k, and si [ Bad. Verification of the unreachability of
bad states can be performed using an inductive proof by identifying an inductive invariant II that
over-approximates the set of all reachable states of the transition system, such that:

Init(s) = II(s) (initialization)
I(s) A T(s,s') = II(s") (transition)
II(s) = -Bad(s) (safety implication)

The inductive proof consists of three steps: 1) the initialization shows that the inductive invariant II
holds for all initial states; 2) the transition proves that II is preserved under the transition relation,
meaning that if II(s) holds and s’ is a successor of s (i.e., (s,s’) | I(s, s”)), then II(s’) also holds;
3) the safety implication ensures that no state satisfying II is a bad state. Together, these checks
establish that 7~ has no transition path leading to any state satisfying Bad. That is to prove the
validity of the following formula, or equivalently, the unsatisfiability of their negation:

Init(s) A =II(s), 1I(s) A T(s,s’) A=II(s"), II(s) A Bad(s)

2.2 Sequential And-Inverter Graph
A sequential And-Inverter Graph (AIG) is a specialized Boolean network [51] representing sequential
logic circuits, defined as Caig = (V, E, I, L, O, A, inv, init), where:
e V is the set of all vertices, partitioned into primary inputs I C V, latches L C V, primary outputs
O C V, and 2-input AND gates A € V. E C V x V is the set of directed edges. The signal o,
denotes the Boolean output of vertex v € V.
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6 Anon.

module controller ( Literal  Variable = Meaning
111put wire clk, 2 o ack (imput)
input wire ack, // acknowledge 3 —ack
output wire req // request 4 v ro (latch, next = lit 16)
); 5 i)
6
7

reg rl = 1'b0;// state = {r1,r0}

03 r1 (latch, next = lit 18)
) _ ’ - BAD
reg r0 = 1'b0; ‘ ' ny = =1 A -rg T
always @(posedge clk) begin 10 o5 ny =ry Aack

10 <= (~r1 & ~10) | (r1 & ack); 12 o n3=-ryArg
11 <= (~r1 & 10) | (11 & ~ack); 4y ng = rq A-ack (c) The controller tran-
end 16 o N5 = mng A g sitions from ISsUE to
. 18 9 ng = —n3 A —ng

assign req =~rl & r0; 20 oy req=—ry Arg = n3 WAIT, and returns to Is-
endmodule SUE upon receiving ack.
(b) The design can be represented State Bad is unreachable
(a) A Verilog implementation of a handshake con- as an AlG circuit consisting solely of by the execution of the

troller with two state registers ry and ry. AND and LATCH gates. handshake controller.

Fig. 2. An example hardware design, its AIG representation, and the corresponding transition system. The two-bit state
(ry, 7o) encodes four states: IDLE (00), Issue (01), WAIT (10), and BAD (11), where BAD corresponds to both registers being
asserted simultaneously. The safety property requires that the BAD state is unreachable in any execution of the design.

e inv: E — {0, 1} is an inversion map on edges. For each edge (u,v) € E, the signal received by v
from u is oy, if inv(u, v) = 0 (no inversion), or =0y, if inv(u,v) = 1 (inverted). This allows negation
to be embedded directly on edges rather than requiring explicit inverter nodes.

e init : L — {0, 1} defines the initial output value of each latch.

For a 2-input AND gate a € A with predecessors uj,u; € V, its output is computed as o, =
—imvuna) g - A <) g For a latch v € L with predecessor u € V, its output is initialized to
init(v) and updated each clock cycle as o, = ="""(#?) 5, where 0, denotes the next-state output
of latch v.

2.3 AIG Construction

Given a transition system 7~ = (Var, Init, T) over Boolean state variables Var = {vy,...,v,}, we can

construct a sequential AIG Cpig = (V,E, I, L, O, A, inv, init).

- For each state variable v; € Var, introduce a latch [; € L, so that L = {I;,...,[,} and oy, represents
0j.

- For each latch [; € L, set init(l;) = 1 if Init requires v; = 1 in the initial state, and init(l;) = 0
otherwise.

- For each latch [; € L, introduce a combinational subcircuit over A and I that computes the
next-state function o] = f;(vy,...,0,) as defined by T, using AND gates and edge inversions.

- The primary inputs I encode any non-determinism in 7T, i.e., free variables not determined by the
current state.

- The primary output O encodes the safety property —Bad(s) to be verified.

The resulting AIG satisfies Var = {o; | | € L}, and the transition relation (s, s’) is faithfully

captured by the combinational logic driving the next-state inputs of the latches. Figure 2 shows an

AIG for the handshake controller design specified in Verilog and its transition system.

2.4 Zero-Knowledge Proof

Zero-knowledge proof (ZK) [22, 24] allows a prover to convince a verifier that it knows a witness
w such that a public predicate P(x, w) = 1 holds for some public input x, without revealing any
information about w beyond the validity of the statement. In addition, the verifier will determine,
with very high confidence, whether a prover is dishonest and the statement is false. There have been
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ZSafe: Proving the Safety of Proprietary Hardware Designs in Zero Knowledge 7

many lines of work in designing practically efficient ZK protocols [23, 27, 33, 34] under different
settings and assumptions.
Commit and prove. A commitment scheme allows a party to commit to a value without revealing
it, while binding them to that value for future verification. Commit-and-prove ZK systems allow
one party (prover, or the designer in ZSafe) to first commit to secret values. Then the prover can
prove, and the verifier can verify that those committed values satisfy a relation in ZK, without
revealing the values themselves.
Polynomial equivalence. Given two private polynomials P (X) and Pr(X) over a finite field F,
existing ZKP protocols enable proving that P;(X) and Pr(X) are equivalent. Private polynomials
mean polynomials whose coefficients are private. We consider only private polynomials with a
publicly bounded degree.
Subset checking. Given a private set Csyp, and a collection of private sets Cyupi, - - ., Coupk, €Xisting
ZKP protocols enable the prover to prove that Csup © Csup1 U+ * -UCsupk- Private sets are bounded-size
sets whose elements are private and drawn from a public domain.
Unsatisfiability checking. Our work leverages the existing ZKP protocol of the CNF formula’s
unsatisfiability. ZKUNSAT [39] proves the unsatisfiability of a propositional Boolean formula with-
out revealing the formula itself. It is based on a ZKP-friendly arithmetization of the resolution proof
verification. The unsatisfiability checking is reduced to checking the relationship over polynomials
over a finite field. Such polynomial relation checking is then implemented in the ZKP backend,
ensuring the privacy of the formula.

Literal encoding in ZKUNSAT relies on a mapping € : L = F. ZKUNSAT encodes each literal
¢ € L as a field element €(¢) € F. To ensure correctness, the mapping is required to be injective
and to satisfy, for a fixed public constant a € F,

e(t) +e(=f) =a.

A clause C = £ V --- V £;_1, where each #; € L, is encoded as a univariate polynomial whose
roots correspond to the field encodings of the participating literals:

d
(@00 = (X -e@).
i=0

Let Cy be the set of clauses in the CNF formula ¢. Then ¢ can be encoded as a set of polynomial
encodings of all clauses. That is, the encoding of ¢ is given by the set {ye (CH(X) \Ci € C¢}.
When a CNF formula ¢ is encoded as the above, ZKUNSAT enables us

- verify the unsatisfiability of a private CNF ¢ in ZKP;

- verify a private clause C € Cy for a private CNF ¢ without revealing ¢.

Remark. The time cost of ZKUNSAT is linear in the number of involved clauses multiplied by the
maximum clause width. In addition, introducing new variables into ZKUNSAT is free if |F| > |L|.
That is, there exists an injective mapping from L to F or C.

3 ZSafe

ZKUNSAT provided an efficient ZK polynomial encoding of CNF unsatisfiability. This is insufficient
for hardware verification because it does not bind formulas to a committed sequential AIG or
enforce current/next-state and invariant consistency across inductive obligations. Throughout this
section, we present ZSafe which addresses these limitations. ZSafe is our framework for privacy-
preserving safety verification of proprietary hardware designs. We begin by outlining the overall
system architecture and workflow of ZSafe. We then describe three key technical components in
detail:
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8 Anon.

(1) The algebraic encoding of the hardware design, which enables ZK-friendly representation of
hardware design semantics;

(2) A new ZK protocol for verifying logical implications required by inductive safety proofs, which
avoids the overhead of formula format translation;

(3) The consistency checking of subformulae in ZK, ensuring that different checks in the safety
proof refer to the same underlying components without revealing any confidential information.

3.1 ZSafe Overview

The input to ZSafe involves two parties: the designer and the verifier. The designer provides (1)
private hardware design, formulas, and inductive invariants. The safety property to be verified
is public and known to both parties. At the end of the protocol, the verifier outputs a single bit
indicating whether the safety property holds for the design, without learning any information
about the hardware design. The hardware design is represented as a sequential AIG, encoded as a
list of tuples over the finite field F, where each tuple corresponds to either an AND gate or a LATCH
element in the circuit. Formulas, invariants, and safety properties are expressed in CNF and are
further encoded as sets of polynomials as described in Section 2.4.

The designer first commits the hardware design, the CNF formula for initialization Init, transition
T, and inductive invariants II (described in Section 2.1). To enable commitment over hardware design
and verify the correctness of Init and T for it, ZSafe introduces a new encoding scheme for AIG. This
encoding scheme reduces the correctness of formula construction to a set of polynomial-equivalence
constraints, which are then verified by ZK backends. Details are provided in Section 3.2.

To demonstrate that the design satisfies a safety property, ZSafe also proves the validity of
formula encoding initialization, transition, and safety implication (equivalently, unsatisfiability of
their negation, Section 2.1). However, since the formulas in this constraint system are in implication
form rather than CNF, existing ZK unsatisfiability backends cannot be directly applied. Note that
only Init, T, and II are committed by the designer in CNF. We detail our approaches to verifying the
unsatisfiability of the formula in implication form (Section 3.3) and enforcing clause consistency
across formulas (Section 3.4).

ZSafe introduces two optimizations to reduce ZK verification cost. First, rather than applying the
standard Tseytin translation, ZSafe leverages a Balanced Tseytin Translation to enforce a uniform
bound of w + 1 on clause width, significantly reducing the computation cost for unsatisfiability
checks. Second, ZSafe strengthens the inductive invariant by conjoining the negation of the bad-
state predicate, I (s) = II(s) A =Bad(s), eliminating the safety implication check and avoiding the
conversion overhead in ZK for the safety property.

3.2 Formulas Correctness Verification

The designer commits to a sequential AIG encoding the hardware design at the bit level, along
with CNF formulas Init and T representing the initialization and transition relation of the induced
transition system. A malicious designer can commit Init and T that deviate from the design’s
execution, thereby cheating about the design’s safety. To ensure soundness, the designer in ZSafe
first proves to the verifier that the committed formulas Init and T faithfully capture the design’s
behavior, using only the commitments from the designer.

In this section, we first describe the encoding and arithmetization of the AIG, where its structure
is encoded as a list of elements over a finite field F, along with their relations. When the designer
commits the design, she commits such an arithmetization of this design. This encoding converts
the AIG into algebraic data compatible with formula encoding in ZK protocols we use later. We
then introduce polynomial constraints that bind the AIG to the formula, which are verified in ZK
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as described in 2.4, without revealing all polynomials. By verifying that the committed formula
and design encodings satisfy these polynomial constraints in ZK, ZSafe enforces the correctness
of committed (Init, T). Our constraints are carefully tailored and can be efficiently verified in ZK,
ensuring the practical performance of ZSafe.

3.2.1 Timestamped Signal Encoding. For a signal o € ¥ in the AIG, we define two distinct encodings,
one for the current state and one for its next state. In particular, we leverage the following injective
maps € and €’ from signal sets 3. to a finite field F \ {y_, yr}, satisfying for any o € X:

eX)Nel(2)=0 (1a)
€(o) +e(—o) = eT(a) + eT(—|c7) =y +yr=a (1b)
€' (0) = p+¢€(0) (1)

The intention behind this construction is that € and e represent encodings of the same signal in
two consecutive states of the transition system. We now explain each requirement for our encoding:
o Equation 1a ensures that the encodings of signals before and after the transition do not overlap;
e Equation 1b satisfies the encoding requirements imposed by ZKUNSAT for both € and €7;

e Equation 1c binds the encodings of the same signal across the transition.

3.2.2 AIG Encoding. Each gate in the AIG, whether an AND gate or a LATCH, is encoded as a

tuple of three field elements derived from the signal encoding. The designer commits the AIG by

committing to each element of every such tuple independently.

e Each two-input AND gate with input signals o,, 0, and output signal o, is represented by the
triple (e(0y), €(op), €(ac)).

e Each latch gate with input signal o; and output signal o, is represented by the triple
(e(03), €(0o), Init(v)), where Init(v) denotes the initial value of the output of latch v.

3.2.3 Correctness verification of T(s,s”). Each tuple of a gate g induces a set of polynomials S,
described in the next section, that can be directly constructed from the tuple elements. To prove
the correctness of a formula, the designer must show that every clause in the formula T(s,s’)
corresponds to some gate’s constraints in the AIG. Concretely, for each clause C € T(s,s’), the
designer proves the existence of a gate g such that the polynomial encoding of C belongs to S, i.e.,

Ye(C)(X) € Sy,

which can be further reduced to subset checking in ZK.

The polynomial set S, of each gate g consists of all polynomials induced by treating g as an AND
gate and as a latch, respectively. We next describe the construction of these polynomials for each
case.

3.2.4  Polynomials when the gate is an AND gate. Each two-input AND gate with input signals
04, 0p and output signal o, is represented by the triple (e(cra), e(op), 6(0'0)). The logical constraint
imposed by the gate requires

oc > (04 A 0p).

Equivalently, the following three clauses must hold simultaneously:

-0, Vo, —0. V oy =04 V =0} V Og. (2)
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10 Anon.

Each clause corresponds to a polynomial whose roots are the encodings of its literals (with a
negated literal ~o encoded as a — €(o). The three clauses thus induce the following polynomials:

(X - (0( - 6(0'0))) (X - G(O'a))a (3&)
(X — (@~ €(ae))) (X — €(aw)), (3b)
(X = (a—€(0a)) (X = (& = €(ap))) (X ~ (). (3¢)

Since we also consider two consecutive steps with the transition relation, the following next-state
counterparts of the polynomials in polynomials (3a)-(3c) must also be included in Sg:

(X - (0( - ET(O'C))) (X - ET(O'a))a (4a)
(X = (a=€"(0e) (X —€"(an)). (4b)
(X = (a=€"(02))) (X = (a = €"(00))) (X — " (00)), (4c)

which can be further simplified by substituting e’ (¢) = 8 + €(o) for each signal o € {0, 03, 0.},
reducing each next-state polynomial to a shifted version of its current-state counterpart. The
polynomial set S, includes polynomials (3a)-(3c) and (4a)—(4c).

3.25 Polynomials when the gate is a LATCH. Each latch operates on an input signal ¢; and an
output signal o,, propagating the value of o; in the current state to o, in the next state. Each latch
is represented and committed by the triple (e(0;), €(0o), Init(v)). The latch semantics impose the
following constraint:
(s.01 & §".0,),
which ensures that the latch output in the next state matches the input signal in the current state,
as constrained by the transition relation T. This biconditional is equivalent to the following two
clauses:
(01 V —a)) —0; V oo.

The polynomial set S, therefore, also includes the following two polynomials:

(X = €(01)) (X = (a = € (a0))), (5a)
(X = €"(00)) (X = (a - (0))- (sb)

3.2.6 Correctness verification of Init. The initial state predicate Init(s) enforces that each latch
v € L begins with its specified Boolean value Init(v) € {0, 1}.

To check the correctness of Init(s), we then require that for each clause C, € Init(s) shown in
Equation 6, there exists a LATCH v € L, such that

X - e(oy), if init(v) = 1,
Ye(Co)(X) = (6)
X - (a—e€(ay)), if init(v) = 0.

3.3 Proving Validity of Implication-Form Formulas in ZK

An inductive safety proof requires verifying three conditions over the committed CNF formulas
Init, T, and II. However, when these formulas are logically combined to express the inductive
conditions, the resulting formulas are no longer in CNF and cannot be handled directly by existing
zero-knowledge unsatisfiability backends. Specifically, two of the three conditions require negating
and flattening an implication into a conjunction: the designer must prove the unsatisfiability of
non-CNF formula Init(s) A —II(s) (initialization) and II(s) A T(s,s’) A =II(s’) (transition), where
Init, T, and II in CNF are privately held and only accessible via their commitments. However, we
only have a backend for proving the unsatisfiability of CNF formulas.
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A straightforward approach applies standard De Morgan transformations to obtain an equivalent
CNF formula for —II. However, this approach requires the designer to first commit to the De
Morgan-transformed —II, and then to prove its correctness, which can substantially increase time.
For instance, a CNF invariant with k clauses of m literals can expand to O(m*) clauses, each with k
literals in the worst case. Such a direct transformation causes an exponential time blow-up, making
the encoding infeasible in practice (see the experimental results in Section 4.3 and Figure 5). To
address this issue, ZSafe uses a probabilistic Tseytin-based ZK protocol, avoiding the formula size
blow-up caused by direct De Morgan expansion.

In the rest of this section, we first prove that replacing —II in the implication with its Tseytin
translation preserves soundness. We then introduce an intermediate protocol ZKUNSAT-IN" for
verifying the unsatisfiability of ¢ A —II with weakened soundness, arising from the absence of
variable freshness checking. Finally, we present ZKUNSAT-IN, a probabilistic protocol that checks
whether a committed CNF formula is correctly constructed from ¢ A —II for any committed CNF
formula ¢ and II in ZK.

Tseytin translation. Let I = C; ACy A+ -+ ACk, where each C; = (lj1 VIiz V- V). By applying
a Tseytin translation, we get a CNF II that is equisatisfiable to DNF —II with an auxiliary variable
set A={z,...,zk}:

k m
O=( Ve va) A NG Ve Vi vz) A N (=2 v =ly) (7)
i=1 j=1

Unlike the De Morgan approach, which produces a logically equivalent formula, the Tseytin
translation yields an equisatisfiable formula of size O(km), which is bilinear in the size of the
original formula II.

We next prove that such a translation can be used in our setting without compromising soundness.

LEMMA 3.1. Let IT = C; A Cy A - - - A Ci over variables X, and let II be —II’s Tseytin obtained by
introducing a set of fresh auxiliary variables Z (so Z N X = @). Then, for every model M assigning
truth values to variables in X,

ME-II < 3AM; suchthat MU My |=17,

where My assigns truth values to variables in Z, and M U M denotes the combined assignment.

ProoOF. (=) Suppose M = —II. We construct My on the structure of II. For each clause C;
of II, Tseytin introduces a fresh variable z; with clauses enforcing z; <> —C;. Define Mz(z;) the
Boolean evaluation of z; under M. Since M satisfies —II, at least one C; satisfies M(=C;) = 1,
therefore Mz (z;) =1and also Mz(z; Vz3V---Vzr) =1.Foreachie {1,--- ,k}, it Mz(z;) =1,
then M(=C;) = 1, which implies ¢;; = 0 and (—z; V =f;;) for each j € {1,--- ,m}. If Mz (z;) =0,
then M(—C;) = 0, which means at least one j such that ¢;; = 1 and therefore (—z; V =f;;) for each
je{1,---,m}.Inboth cases, all clauses of II are satisfied, so M U M k II.

(&) Conversely, suppose M U Mz = II for some My. By construction of II, the clause
(z1 V- -+ V z) must be satisfied, so there exists some i such that Mz (z;) = 1. The Tseytin clauses
enforce z; & —C;; since Mz(z;) = 1, we have M(=C;) = 1,1.e, M [ C;. Since Il = C; A -+ A Cy
requires all clauses to hold and C; is violated, it follows that M | —II. ]

Therefore, the Tseytin translation is a conservative equisatisfiable extension: every model of —II
extends to a model of II, and every model of II restricted to X satisfies —II.

THEOREM 3.2. Let II be the CNF formula translated from DNF —II via the Tseytin transformation.
For any propositional formula ¢, if ¢ A II is unsatisfiable, then ¢ A —II is also unsatisfiable.

, Vol. 1, No. 1, Article . Publication date: August 2026.



540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588

12 Anon.

Proor. We proceed by contradiction. Assume, for the sake of contradiction, that ¢ A —IT is
satisfiable. Then there exists at least one model (a truth assignment to all variables) M that satisfies
both ¢ and —II. This means:

IM:MEGA-I

Therefore, we can find a model M, such that M | ¢ and M | —II. As the Tseytin transformation
preserves satisfiability, there must exist a model M’ that satisfies II. Besides, according to Lemma 3.1,
this model M’ is an extension of M where the assignments for the original variables in M (including
those in ¢) are preserved. Thus,

IM M EPAT

This directly implies that ¢ A 1I is satisfiable, which contradicts our initial premise. O

By Theorem 3.2, the designer can prove the validity of ¢ = II by showing that ¢ A 1T is UNSAT,
where II is the CNF of the Tseytin translation of —II.

In what follows, we present an intermediate protocol, ZKUNSAT-IN", with weakened soundness
for checking ¢ = II based on the Tseytin translation. We then identify the reasons for the soundness
gap and introduce a ZK protocol, obtained by modifying the ZKUNSAT-IN", that enables the verifier
to ensure ¢p = II with high confidence.

ZKUNSAT-IN" for ¢ A —II. In this protocol, a designer prepares and commits a private set of

clauses C; = {cr, Dg., C.}, as a set of private polynomials using encoding in Section 2.4, as well as

a private set of encoding {e; 1, - - , e} along with public encoding {€(z;) - -, €(zx)} € F¥ that
has not been used before, and then prove in ZK the following constraints hold:

(X —e€i1) X X (X —eim)=ye(Ci)(X) foreachC; e Cy, (8a)

Ye(C(X)(X = e(2)) = ve(C)(X), (8)

(X = (@ =€) (X = e(=2)) = ye(D)(X), (8¢)

(X —e(z1)) X X (X = €(zx))) = ye(C2)(X). (8d)

The designer then commits a private CNF h together, proving the unsatisfiability of h and
Ch C Cj U Cy via ZKUNSAT and subset checking in ZK. The statement that the designer proves
establishes only a relaxed condition that ¢ A —II meets. We next explain the relaxation.

First, the verifier can not enforce that every clause of II is used when constructing II, nor that the
tuples {e;1,...,e;m} are drawn from distinct clauses of II; they could all come from a single clause,
and the subset-inclusion check would not detect this because these tuples are committed as private
values. Second, the verifier checks only a subset of the clauses in ¢ A II that forms an unsatisfiable
core, rather than the entire ¢ A 1. We now show that this relaxation does not affect soundness.

LEMMA 3.3. Suppose 1T and I, are CNF formulas with Cﬁsub CCqIfo A Oy is unsatisfiable,
then ¢ A II is also unsatisfiable.

Proor. Assume for contradiction that ¢ A li is satisfiable. Then there exists a model M such
that M | ¢ and M [ II. Since every clause of Il appears in II, it follows that M [ II,. Hence
M = ¢ A L gy, contradicting the unsatisfiability of ¢ A I5yp. Therefore, ¢ A II is unsatisfiable. O

THEOREM 3.4. Let II be a CNF, and let I be a CNF with clause set Cy; that satisfies the conditions in
Equation 8 for II. Assume {z1,...,zm} are fresh auxiliary variables whose encodings do not occur in ¢
orII. If § A II is unsatisfiable, then ¢ A —II is unsatisfiable.
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ZSafe: Proving the Safety of Proprietary Hardware Designs in Zero Knowledge 13

Proor. The proof directly follows Lemma 3.3 and CNF formula 7 from Tseytin translation for
II. O

Rather than proving the unsatisfiability of ¢ A I directly in zero-knowledge, ZSafe only requires
the prover to demonstrate the existence of a CNF formula h with C, € Cy U Cj such that ¢ A h is
unsatisfiable. This is motivated by the fact that ¢ A 1 can be very large, whereas its unsat core is
typically much smaller. By proving the unsatisfiability of the unsat core rather than the full formula,
ZSafe makes privacy-preserving verification practical.

The following lemma shows that this weakened condition still preserves soundness.

LEMMA 3.5. Let ¢ be a CNF formula. Then ¢ is unsatisfiable if and only if there exists a subset
C’ C Cy such that the formula A\ ¢ C is unsatisfiable.

Proor. (<) Suppose there exists a subset C’ C Cy such that Acccr C is unsatisfiable. For
contradiction, assume that ¢ is satisfiable. Then there exists an assignment o such that o ¢, i.e.,
o satisfies every clause in Cy. Since C’” C Cy, it follows that o also satisfies every clause in C’. But
this contradicts the assumption that A ¢/ C is unsatisfiable. Hence, ¢ must also be unsatisfiable.

(=) Let C’ beC. O

Finally, the verifier cannot enforce the freshness of the auxiliary variables. The private set
{e(z1),...,€(zx)}, if committed by the designer, may reuse encodings already used in II or ¢. The
correctness of I depends on these variables being fresh: if a Tseytin variable collides with a variable
occurring in ¢ or II, satisfiability can change. Thus, a malicious designer could select non-fresh
auxiliaries, remain undetected, and convince the verifier that ¢ A IT UNSAT even when it is not. We
propose a modification of ZKUNSAT-INY that addresses this issue and offers the desired soundness.
ZKUNSAT-IN for ¢ A —II. In this protocol, with I and ¢ committed, the verifier first samples
1, ..., I, uniformly at random and sends them to the designer as new variable encodings. The
designer then returns committed clause set Cj; and the encodings {e;1,...,e;m} (as above). The
verifier proceeds with the remaining ZKUNSAT-IN" checks on these inputs and the agreed pool of
fresh variables.

THEOREM 3.6. Let K be the number of literal occurrences already used in ¢ and I (count-
ing multiplicity), and let N := |&| be the size of the encoding pool & = {u € F

u has a variable preimage under €}. Then the probability that the designer can cheat in ZKUNSAT-IN
is at most % When M < N, this probability is bounded by 1 — exp( - I%) Let M be the number
of new auxiliary encodings the verifier must choose (without replacement) from &.

Proor. The designer can cheat only if at least one of the M sampled encodings collides with the
K encodings already used in ¢ or II. The probability of no collision is

(N&K)_Aﬁw g (1 K )M’

Presh = =™ = 1 TN T N-M+1
M i=0
Therefore the cheating probability satisfies
=1 <1 1 K " < KM
Pcheat = Pfresh = N-_M+1 = N-M+1’

where the last inequality follows from Bernoulli’s inequality.
]
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14 Anon.

Remark: When K, M < N, we can further approximate the probability and obtain pcpeat = 1 —
exp(—%). We show in Figure 10 that in the practical implementation setting, this probability is

negligible.

3.4 Shared-Structure Unsatisfiability and Clause Consistency

The protocol above verifies each inductive proof obligation separately. A sound inductive argument
must also bind the invariant clauses that recur across these obligations and relate their current-state
and next-state encodings. We address these two requirements separately.

Shared structure across proof obligations. The initialization, transition, and safety-implication
checks all depend on the same private invariant. We refer to the invariant clauses reused across
these obligations as the shared structure. ZSafe commits II(s) once and uses the same commitment
in every proof obligation containing it. Without this binding, a malicious designer could use a
different invariant in each obligation, causing the verifier to accept an invalid safety proof.

However, since II(s) and II(s’) are committed independently, a malicious designer could breach
the protocol, such as substituting two distinct invariants II; and II, and proving the unsatisfiability
of

Init(s) A =II(s), I(s) A T(s,s’) A =Ilx(s’)

for irrelevant II; and II,, without the verifier detecting the inconsistency. ZSafe therefore requires
the designer to additionally prove that the committed CNFs for II(s) and II(s’) are consistent, i.e.,
they encode the same invariant over their respective state variables in ZK. Next, we explain how
ZSafe implements this.

Recall that the encoding of a CNF formula is the set of encodings of its clauses. ZSafe forces the
designer to commit the following clause sets (equivalently, the corresponding CNF formulas):

Cnit, Cr, Cn, Cw, Cgaa

where Cy = {Cl-}i.‘=1 and Cy = {C}}§:1 are the CNF clause sets of II(s) and II(s’), respectively.

Initialization and safety implication share the clause set C; = {Ci}le. The sets Cj,;; and Cr are
encodings of the design and are checked in ZK for correctness as in Section 3.2.

Clause consistency check between II(s) and II(s’). We require the designer to show in ZK that
VC e Cyp3C € Cyp suchthat y.(C)(X + ) = ye(C")(X),
VC' € Cp AC € Cp such that  y.(C)(X + ) = y(C")(X),

where f € F is the fixed shift that maps each current-state literal to its next-state copy (i.e.,
€T (£) = e(f’) = €(¢) + . This proves that every clause of II(s) has a correctly renamed counterpart
inIl(s’).!

3.5 Optimization

3.5.1 Balanced Tseytin Translation. Recall that the equisatisfiable CNF 1T obtained from Equation 7
may contain clauses of width up to max(k, m + 1, 2), which becomes a major bottleneck in unsat-
isfiability check as its cost scales with the maximum clause width. To address this, we propose
Balanced Tseytin Translation to enforce a uniform bound w on clause width.

In general, the designer can prove there exists a bijection 7 between the clause sets of II(s) and II(s’), ye (C) (X + B) =
Ye(m(C))(X) for every C € CpThe existence of such a permutation can be proved in ZK using standard permutation
arguments. We adopt this bijection-based approach in our implementation. We omit the protocol details and focus on the
principal idea here.
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For any clause (x; V- - -V x;) in Equation 7, we replace it by a set of Tseytin clauses that introduce
auxiliary variables

[t/w] min(iw,t) min(iw,t)
By (x1,...,x7) = /\ \/ xj vV _'Zi(l) A /\ (_'xjvz’(l))
i=1 [\j=(i-1)o+1 J=(i-1w+1
[t/0] [ (min(io.[t/o?1T) min(io,[t/0?'7)
d- d d- d
A /\ \/ Z§ Doy _|zi( A /\ ("Z; 1) Vzi( ))
i=1 j=(i-1)w+1 j=(i-1)w+1
(d)
ANz

where all zlm are fresh auxiliary variables, and d is the smallest integer such that [t / wd] =1.
Applying this transformation to both A = (z; V- - -V z;) and each clause C; = ([;1 V- - - VI, Vzi)
in Equation 7, we obtain

k m
T=8B,(z1..z) A J\ [Bollin . limz) A\ (=2 v =lij)|,

i=1 Jj=1

By construction, the resulting CNF 1I remains equisatisfiable to —II, and every introduced clause
has width at most « + 1. We further demonstrate in Section 4.7 that this optimization leads to
substantial reductions in the overall proving time.

3.5.2  Strengthened Invariant. Recall that the invariant I is privately computed by the designer.
To prove design safety to the verifier, the designer must demonstrate the validity of these three
implication checks in zero knowledge, each of which incurs substantial cryptographic overhead.

Therefore, we strengthen the invariant by conjoining the negation of the bad-state predicate
into it, such that

1I(s) = I(s) A —Bad(s). (9)
Since I (s) = -Bad(s) holds by construction of Equation 9, we further show that, by Lemma 3.7,

the reduction is sound, i.e., validating the strengthened initialization and strengthened transition
suffices to establish the safety property.

Init(s) = il (s) (Strengthened Initialization)
I(s) A T(s,s") = II(s) (Strengthened Transition)

LEMMA 3.7. Let fI(s) = II(s) A —Bad(s). If strengthened initialization and strengthened transition
hold, then the system satisfies the safety property.

Proor. By definition of strengthened initialization and strengthened transition, all reachable
states should satisfy II. By definition of II, we have II(s) = -Bad(s) for every state s. Therefore,
no reachable state satisfies Bad, and thus the safety property holds. O

The designer proves the correctness of I = II A —Bad using the same protocol described in

Section 3.2. The strengthened implication checks are verified using the same procedure described
in Section 3.3.
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4 Implementation and Evaluation

We implement ZSafe, which can be directly integrated with existing open-source hardware verifica-
tion frameworks. Specifically, the hardware design is first synthesized into an AIG representation
on the designer side using Yosys [58]. Meanwhile, the verifier specifies the safety property in
temporal logic and converts it into a property AIG using a monitor circuit compiler [20]. Safety
verification is carried out by synchronizing the property AIG with the design, where the property
signals are routed from the design AIG as the input to the property AIG [1].

4.1 Setup

All experiments were conducted on an AWS r5b. 16xlarge instance equipped with 64 vCPUs
and 512 GB of memory. High-memory instances were provisioned to meet the substantial RAM
requirements of the largest benchmark cases. The designer and verifier supply the design and
property, respectively, as two parties.

We implement ZSafe’s ZK backend with EMP-tooLk1T[57] and derive the framework based
on ZKUNSAT([39]. Resolution proofs for unsatisfiability are generated by PicoSAT[10], and their
traces are optimally reordered with TRACETRACK[9]. The safety invariant is produced by RIC3 [54]
with its default 10-thread IC3 engine.

4.2 Benchmark

To assemble a diverse and challenging testbed including complex designs and hard instances,
we repurpose the 2024 Hardware Model Checking Competition (HWMCC’24) suite [3] as our
benchmark set, as shown in the x-axis of Figure 3, including peripheral controllers (qspiflash_x),
processors (VexRiscv_*, picorv32_x, etc.), arithmetic circuits (calx), etc.

The property and design are prepared as follows. Since each HWMCC’24 benchmark contains
an embedded bad output encoding the bad-state predicate Bad, we use the transitive fan-in cone of
this output to construct a synthetic public/private partition. Specifically, we traverse the fan-in
cone with a budget equal to 10% of the benchmark’s total AND/LATCH gate count to form the
public property AIG and treat all unselected gates as the private design AIG. As shown in Figure 3,
the resulting property AIGs contain 23 to 5,636 AND/LATCH gates, while the complete benchmark
AIGs contain 288 to 308,022 gates. This property-size range is sufficient for evaluating nontrivial
safety properties, and the use of property AIGs is natural in this setting, as alternation-free formulas
admit linear-size circuit translations [20].

Note. While the public/private partition is synthetic, it does not affect the scalability conclusions
of ZSafe presented in Section 4.3. As a fraction of the total circuit, the public properties’ share is
negligible because our protocol’s cost is dominated by ZK validation of the logical implications,
which is agnostic to this fraction. Even if the benchmark is more conservative and set 100% of the
partition to be private, this would only increase overhead by up to 5%.

4.3 End-to-End Evaluation

We begin by presenting the end-to-end evaluation with optimization from the strengthened in-
variant (in Section 3.5.2), followed by a discussion of the Balanced Tseytin Translation’s effects (in
Section 3.5.1).2

Figure 4 shows the runtime of each instance. The red curve depicts the cumulative proportion of
instances completed before time ¢, while the blue bars indicate the fraction of instances finishing

Inductive proof checking primarily contributes to the total runtime, others, including design encoding, property encoding,

and invariant encoding, also incur non-negligible costs. We omit the time cost of invariant generation and property
compilation, as they can be performed independently of the ZSafe framework.
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Fig. 3. Total AIG sizes and public property AIG sizes across the adapted HWMCC’24 benchmarks. Paired bars show
the total AIG and its public property component. Total AIGs range from 288 to 308,022 AND/LATCH gates, while public
property AlGs range from 23 to 5,636 gates.
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Fig. 4. ZSafe’s performance against HMWCC benchmark. The red curve depicts the cumulative proportion of instances
completed before time ¢, while the blue bars indicate the fraction of instances finishing at time . More than half finish
within 200 seconds, and 90% within an hour.

at time t. ZSafe is capable of completing proofs within hours, where over half of the instances
complete the check within 200 seconds, and over 90% finish within an hour. The hardest case,
gen112, required 40 thousand seconds (~11.3 hours), as highlighted by the vertical marker.

In Figure 5, we illustrate the time distribution using a stacked bar chart in percentage form,
with the total runtime annotated above each bar. Instances are ordered in ascending total runtime,
with the rightmost instance, gen112, taking 40772 seconds to complete, and the smallest instance
h_arbiter takes only 2.2 seconds. Instance names are color-coded by size, with darker shades
indicating larger ones, as shown in the size bar on the right y-axis side. The design size corresponds
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for each design instance. End-to-end execution times are shown above each bar, sorted in ascending order. X-axis labels are
colored according to the logarithm of design size using the colormap shown at right, where darker colors correspond to
larger designs.

to the total number of AND and LATCH gates. The largest instances we evaluate are series of
a10_p* with 0.3 million gates, and the smallest is sw_ball2004_2, which contains 288 gates. The
time cost does not scale proportionally with instance size; for example, gen112 with the longest
proof time contains only around 6,000 gates because the resolution proof length and maximal
clause width are other factors influencing the cost. gen112 has a resolution proof length of 0.2
million in the transition check with a maximal clause width of 1257, which causes more than 98%
of the time to be spent in the transition check.

Initialization checking and design encoding also contribute significantly to the runtime, each
accounting for up to approximately 25% in about half of the cases. Initialization is generally
considered less complex than transition, and its cost does not exceed that of the transition. The
time for property encoding and invariant encoding is negligible compared with others because
these steps mostly amount to committing to CNF formula and performing lightweight consistency
checks. Furthermore, the invariants contain far fewer clauses compared with the instance size. For
example, the invariant of the largest instance a10_p23 only has three clauses.

4.4 Design Encoding Time

Design encoding time refers to the time for the arithmetization and consistency-checking of the
design encoding, as discussed in Section 3.2. Figure 6a plots the maximum clause width against the
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Fig. 6. (a) Scatter plot of design size (total AND+LATCH gates) versus maximal clause width, with color indicating design
encoding time. Encoding time increases with design size and grows further with maximal clause width; (b) Scatter plot
where circles denote transition checks and triangles denote initialization checks. Transition checks are generally more
expensive than initialization checks, with instances influenced by both proof length and formula size.

design size, with color indicating the design encoding time in seconds. ILA_Piccolo_BEQ_sanity
takes the longest time (1000s) in experiments, which is derived from the abstraction of the RISC-V
and contains more than 90,000 gates. sw_ball2004_2 and h_Arbiter take less than a second.

The time cost scales with two factors: the design size and the maximal clause width. Though
ILA_Piccolo_BEQ_sanity is not the largest instance, it exhibits a maximal clause width of 423,
which determines the degree of the polynomial used to encode the design constraints. A larger
clause width requires more polynomial coefficients to be encoded, thereby incurring a higher time
cost. Moreover, each AND gate may need to be encoded across two consecutive steps 3 which is
more costly than LATCH encoding. Thus, designs of the same size with a higher proportion of
AND gates tend to require more time.

4.5 Safety & Invariant Encoding

Verifying safety and invariant encoding is considerably easier than encoding the design, since the
AIG-to-CNF translation is publicly performed. The encoding time scales linearly with the product
of the maximum clause width and the number of clauses in Figure 7, with the longest case in our
experiments taking only about 20 seconds.

The inductive invariant, provided by the prover as a private input, is encoded into CNF and
further transformed into equisatisfiable CNF (discussed in Section 3.3) whose cost scales with the
product of the invariant size and the maximal clause width, as shown in Figure 7. The invariant is
much smaller than the design; therefore, the largest encoding in our experiments required only
about 35 seconds.

4.6 Unsatisfiability Checking

The runtime of verifying the unsatisfiability of both the initialization and transition formulas
grows with three key factors: the maximal clause width, the resolution proof size, and the size
of the original input formula. Figure 6b illustrates this relationship, where circles represent the
transition formula check and triangles represent the initialization formula check. The x-axis shows
the product of proof size and maximal clause width, while the y-axis shows the product of input
formula size and maximal clause width. The color scale encodes the proving time.

3The AND gate must be unrolled in two cases: (i) when the property includes the invariant constraints [12], and (ii) when
the invariant involves the internal signal [18].
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In general, the initialization check tends to be less time-consuming than the transition check.
Because the transition check usually involves larger formulas and longer proofs, which is consistent
with the intuition that proving the invariant is preserved under transitions is inherently more
difficult than proving it holds initially.

Instances with the largest transition check cost do not necessarily have the largest initialization
check cost. In our experiments, the design gen112 exhibits the longest transition check runtime,
where the resolution proof length reaches nearly 300,000 while the original formula contains
only about 3,000 clauses. In this case, the proving cost is driven primarily by proof complexity
rather than formula size. In contrast, the most time-consuming initialization check occurs in
ILA_Piccolo_BEQ_sanity. This instance is not the hardest in terms of resolution proof length;
instead, its high runtime is dominated by the large size of the original formula. Since the induction
proof in ZKP involves both the resolution proof and the subset checking overhead. Another similar
case is a10p23, where the resolution proof consists of only 2 clauses, yet it still incurs a relatively
large proving cost due to the size of the input formula, which is around 1,683,000 clauses.

4.7 Optimization.

4.7.1 Balanced Tseytin Translation. The maximal clause width is a key factor in both instance
encoding and induction proof, especially in instance encoding, as the design and property sizes are
fixed; reducing clause width directly lowers encoding time. As shown in Figure 5, design encoding
time accounts for up to 25% of the total runtime in nearly half of the designs. However, the maximal
clause width is determined by the input formula and its resolution proof. Because the design and
property are encoded as AIGs, their clauses have a maximal width of 3, which is relatively small.
Thus, the maximal clause width is mainly contributed to by the invariant and the resolution proof.
Without structural analysis of the formula, the maximal clause of the resolution proof remains
difficult to predict. It can, however, be influenced by the input formula, particularly the invariant.
We observe that invariants with large maximal widths tend to result in resolution proofs with
correspondingly larger maximal clause widths. This is intuitive, since unsatisfiability is ultimately
derived from the invariant, which often serves as the key resolver in the resolution proof tree.
Figure 8 summarizes the impact of the Balanced Tseytin Transformation on maximal clause width
and the estimated time cost as the maximal invariant-clause width is varied. The left y-axis plots the
estimated time cost for the initialization and transition checks, computed as (input formula size +
proof size)x (maximal clause width), under different invariant-width caps w. This metric is intended
to approximate the runtime discussed in Section 4.3. The right y-axis reports the resulting maximal
clause width. Colors indicate the Balanced Tseytin width limits applied to the invariant (o €
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{5, 25,50, 100, 200, 400} ); Circular markers denote the estimated time cost, and triangular markers
denote the maximal clause width. Design names are ordered as in Figure 5.
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Fig. 8. The left y-axis shows the estimated time cost with different w set for balanced Tseytin transformation. This
metric is intended to approximate the runtime discussed in Section 4.3 . The right y-axis reports the maximal clause
width. Different colors correspond to balanced Tseytin transformation with width limits applied to the invariant (v €
{5, 25,50, 100, 200, 400} ), with circular markers denoting estimated proof cost and triangular markers denoting maximal
clause width. The design name is sorted in the same order as in Figure 5

Overall, the optimization is effective; the results show that in 56/69 cases the transformation
had a non-negative effect (either reducing the final maximal clause width or leaving it unchanged),
in 7/69 cases it was unstable (some parameter settings reduced the width while others increased
it), and in the remaining 6/69 cases it was non-positive (either unchanged or increased). Reducing
the maximal clause width does not necessarily improve resolution proof time, since decomposing a
clause also increases the total number of clauses. To assess the net effect, we estimated the time
cost using an approximation: the product of the maximal clause width and the combined size of
the proof and the input formula. A clear majority (51/69, 74%) benefits or is unaffected, with only a
small minority (7/69, 10%) showing non-positive impact. The remaining 11 cases show instability
rather than systematic degradation. This result indicates a generally positive trend in resolution
time cost.

Moreover, we conducted an end-to-end evaluation against the baseline in Figure 11 with v = 100.
This setting primarily targets designs with large invariants. By choosing a moderate width, ZSafe
improves efficiency in handling complex cases while mitigating the use of fresh variables. Across
69 instances, 12 improved, 1 degraded, and 56 were unchanged, which is consistent with our
approximate estimation: designs with simple invariants do not require optimization, whereas harder
instances benefit from it with significant improvements. The design brp2_3_prop2-func-interl
achieved the largest runtime reduction from 20000s to 11000s (45%).

4.7.2  Comparison with Direct De Morgan Expansion. We further compare ZSafe’s probabilistic
Tseytin-based implication protocol with a natural baseline that expands —II using direct De Morgan
transformation. The De Morgan baseline does not introduce auxiliary variables, but it can grow
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Fig. 9. Clause-count and clause-width comparison between direct De Morgan expansion and ZSafe’s probabilistic Tseytin-
based encoding. Each point is a benchmark from HWMCC’24. De Morgan expansion avoids auxiliary variables but grows
exponentially, while the balanced Tseytin encoding with w = 100 keeps introduced clauses within the o + 1 = 101 width
bound.

exponentially in the number of invariant clauses. As shown in Figure 9, this exponential blow-up
is substantial in practice: among the 69 benchmarks, 36 instances generate more than 10° clauses
under direct De Morgan expansion, and the maximum clause width reaches 500. In contrast, our
probabilistic Tseytin protocol, combined with the balanced translation (Section 3.5.1) using w = 100,
produces at most 4,342 clauses for the translated invariant component and bounds every introduced
clause width to at most w + 1 = 101. Since ZKP performance depends on both clause count and
maximum width, this demonstrates why our implication-checking protocol is necessary for practical
ZK performance.

4.7.3 Cheat probability of ZKUNSAT-IN. We also evaluate the cheat probability in ZKUNSAT-
IN in our benchmarks, where 9 designs required no fresh auxiliary variables (M = 0) to en-
code the implication since their invariant is a unit clause. The largest pcpeat Was observed on
ILA_Piccolo_BEQ_sanity, at 4.3505 x 107'° for N = 2%°, which remains small.

5 Comparison

In the hardware community, the most closely related works are Pythia [42] and MP£oC [43]. Both
methods are restricted to verifying the correctness of single execution traces on the combinational
ISCAS’85 benchmarks. MPfoC [43] introduces additional structural overhead to logic-lock the
design. Although the computation completes within seconds, the locked netlist must be disclosed
to the verifier, exposing the design to potential structural inference and logic-locking attacks [7].
Pythia [42] compiles circuits into a ZK-friendly format, and its experimental results show that,
with 748 GB of memory, the evaluated design c7552, which contains a few thousand gates, requires
about 500 s. In contrast, within the same time budget, our approach can verify the design a10-p53,
which contains 308,000 gates.

In the formal methods domain, CTL model checking [36] could model hardware designs as
Kripke structures and incurs a verification cost of O(mn?), where n denotes the number of states
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Fig. 10. Cheat probability pcheqr per design with the maximal invariant width set to 100 and N = 2%°. Nine designs require
no fresh auxiliary variables (M = 0) to encode the implication. The largest probability occurs for ILA_Piccolo_BEQ_sanity,

at 4.3505 x 10719, which is still relatively small.
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-12% -10%

Fig. 11. Comparison of baseline vs. optimized (set maximal clause width of invariant to 100) runtime across 69 bench-
mark instances. The stacked bars break down the runtime into design encoding, property encoding, invariant encoding,
initialization, and transition. Percentage labels above bars indicate performance improvement compared to the baseline(non-
optimized). Among the 69 cases, 12 showed performance improvement, 1 showed degradation, and 56 exhibited no change.

and m denotes the number of CTL operators. Even with a single CTL operator, a design with 64
states requires around 750 s. It is therefore infeasible to verify a design such as a10-p53, which has
41,262 latches (corresponding to a state space of 241:262),

We report the total time required to prove safety in the plaintext setting using a comparable
Python implementation of the same algorithm in Figure 12. The total proof time excludes the
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unnecessary step of design encoding and subsequent transformations. The cost of proving safety
scales linearly with the number of proof steps, with a maximum proving time of 27.6s and an
average of 1.3s. We consider this overhead acceptable in light of the privacy guarantees provided
and in comparison with prior approaches, since verification is performed once per design and the
resulting certificate is bound to the committed design.
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Fig. 12. In the plaintext setting, the designer only needs to prove the correctness of the initialization and transition, with
a maximum runtime of 27.6s and an average runtime of 1.3s.

6 Conclusion

We propose ZSafe, the first ZKP-based framework that enables a designer to prove the safety of a
hardware design by induction without disclosing any design internals to an untrusted verifier. In
the hardware domain, our framework addresses confidentiality leakage during design distribution
in globalized hardware supply chains and demonstrates scalability through evaluation on the
HWMCC’24 benchmarks, which comprise non-trivial safety properties over complex, large-scale
designs. In the formal methods domain, ZSafe advances the theory and practice of inductive safety
verification under restricted observability. It provides the first end-to-end framework that compiles
inductive safety proofs over Boolean transition systems into ZKP, while preserving soundness of
induction. We believe ZSafe applies to any security-critical verification task reducible to inductive
safety checking over Boolean transition systems, such as software verification, protocol verification,
and distributed system correctness, particularly in cloud-based or outsourced verification settings
where the verifier is untrusted and may execute or simulate the system prior to formally verifying it.
Although ZSafe incurs higher cryptographic overhead than plaintext verification, we consider this
cost a one-time expense justified by the need for strong privacy guarantees beyond what existing
approaches support.

6.1 Scope and Limitations

The current implementation of ZSafe focuses on safety properties over Boolean transition systems
represented as sequential AIGs. This design choice matches the standard setting of SAT-based
hardware safety verification and allows ZSafe to leverage existing AIG-based hardware verification
infrastructure. ZSafe assumes that the designer can obtain a suitable inductive invariant using
external tooling, and invariant generation is orthogonal to our ZK proof framework.

Properties or models outside this Boolean safety setting can still be handled when they admit a
reduction to the supported form. For example, certain liveness properties can be reduced to safety
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using standard liveness-to-safety transformations [11]. Similarly, word-level verification tasks, such
as datapath verification or SMT-level abstractions, may currently be supported through bit-blasting
or external preprocessing. Extending ZSafe with more direct support for higher-level theories [38]
is an important direction for future work.

6.2 Related Work

IP Privacy Hardware IP protection is a fundamental concern in modern global supply chains [35, 46],
where designs must be shared with multiple, potentially untrusted parties, and any breach can lead
to severe financial losses [47-49]. To address confidentiality leakage during design distribution,
traditional methods such as obfuscation [21] and watermarking [17] have been widely studied to
deter post-distribution misuse. Watermarking allows the designer to embed a special identifier for
ownership attribution. Obfuscation helps the designer conceal design internals to restrict correct
usage to authorized users. However, these methods do not address privacy concerns for untrusted
third-party verifiers, who may misuse the design under the guise of integration or verification.
IEEE-1735 [2] mitigates this issue by explicitly assuming a trusted EDA toolchain, a model widely
adopted in industry [5, 32]. It enables the designer to encrypt proprietary designs and permits
the untrusted verifier to perform simulation or synthesis without revealing the underlying design.
However, the trusted third-party assumption is overly strong, as evidenced by previous Sherlocking
accusations [44], and IEEE-1735 itself is vulnerable under realistic attacks [16, 53]. Later work
eliminates the need for trusted third parties by leveraging advanced cryptographic primitives.
MP?oC [43] enables an untrusted verifier to simulate an obfuscated design, where deobfuscation is
performed via secure multiparty computation using a secret key held by the designer. Pythia [42]
allows the designer to prove the correctness of the simulation in zero knowledge for public test
inputs provided by the verifier. Both methods were evaluated on ISCAS’85 benchmarks containing
only a few thousand gates. Despite these advances, the aforementioned approaches do not provide
formal guarantees.
Privacy-Preserving Formal Verification Efforts to address privacy concerns posed by untrusted
third parties in formal verification span SAT solving [40], proving UNSAT [38, 39], CTL model
checking [36], and runtime verification [8, 30, 56]. Our work adopts a static model-checking
approach to safety verification and complements runtime verification. We focus on verification over
Boolean transition systems, targeting properties expressible in Linear Temporal Logic (LTL) [45].
However, privacy-preserving safety verification remains relatively underexplored in this domain.
CTL model checking [36] requires modeling the system as Kripke structures, leading to explicit
state-space construction and state explosion. SAT-based model checking partially mitigates this
issue by reasoning over Boolean transition systems [14, 31]. However, existing SAT-based methods
lack support for verification over transition systems. For example, ppSAT [40] enables two-party
privacy-preserving SAT solving over private Boolean formulas but incurs significant cryptographic
overhead. Certifying the validity of logical formulas in zero knowledge has been shown to be
scalable [38, 39], demonstrating the feasibility of applying ZKP techniques to non-trivial formal
reasoning tasks. Neither is directly applicable to stateful reasoning. Safety verification requires
stateful reasoning over a complete transition system, where correctness is established through
inductive arguments over reachable states. This gap motivates ZSafe, a zero-knowledge framework
for safety verification over Boolean transition systems. Our evaluation in Section 4.3 further
demonstrates that ZSafe scales to hardware designs that are orders of magnitude larger than prior
privacy-preserving hardware verification methods [36, 42, 43].
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7 Data-Availability Statement
7.1 Artifact

Our artifact includes the full implementation of our ZSafe for evaluation, with optimization of
Balanced Tseytin Translation (w = 100) (Section 3.5.1) and Strengthened Invariant (Section 3.5.2) as
well as all scripts and benchmarks used in our evaluation. We include scripts to collect all necessary
data to recreate the experiment figure and a small demo to demonstrate a single verification
procedure.

We use a modified version of rIC3 in our experiments. To simplify the evaluation process for
reviewers, we precompute and include all necessary inductive invariants in our dataset, eliminating
the need to install and invoke the model checker during evaluation.

7.2 Evaluation

The artifact is available at https://anonymous.4open.science/r/ZsafeArtifact-254C/README.md.
All required software dependencies are listed in the provided setup instructions. Please refer to
the accompanying README . md for detailed installation steps and configuration guidelines. The
estimated total time cost is approximately 37 hours, of which the four most complex benchmarks
account for about 27 hours.
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